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Building Ecosystem with Standards

SC D2

PS2 - Q 2.2: What are the future needs of cyber security regulations, 

standards, protocols, or procedures for the power industry? 

Djenana Campara
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Subjectivity in interpreting data …

• Many current standards in the 
cybersecurity space are mostly 
process oriented, informal, relying 
upon subjective interpretation

Current Cybersecurity Assessments to 

determine Risk are subjective
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Ecosystem of standards for automated producers and consumers 

• Value

− Objectivity

− Systematic approach

− Confidence in outcome

− Automation

− Cost efficiency

Risk Analysis 
Metamodel

SFPM/SFP/CWE
SCAP/CVE

KDM/ISO 19506

TOIF

KDM/ISO 19506

UPDM/UAF
SysML

ISO 15026
SACM
GSN/CEA

To exchange data, you need to have a 

formal rules to build and interpret data


