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Motivation
• Towards digitalization efforts, POWERGRID 

commissioned its first 400kV IEC 61850 Process Bus 
based Full Digital Substation in December 2020 at 
Malerkotla in Punjab state. This substation is critical for 
the agricultural power requirements of the region.

• Utilized the features and technologies of IEC 61850 
during all the stages of the project, thus impacting the 
way monitoring, auditing, testing and commissioning of a 
Process bus based Digital Substation is carried out.

• The standard enables the utilities to use advanced 
monitoring, diagnostics and online testing techniques 
which bring tremendous amount of visibility into the 
systems whilst providing flexibility during commissioning 
phase and operation and maintenance (O&M) phase.
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Approach
a. Online Monitoring & Diagnostics
• Advanced Online Monitoring of Protection & Control 

system

• Monitoring of Sampled Values (SV) alarms (Figure 1)

• Monitoring of Generic Object Oriented Substation 
Events (GOOSE) communication on a dashboard in 
HMI (Figure 2)

• System wide real-time diagnostics information 
(Figure 3)
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Figure 1: Monitoring of SV Alarms (SV fail and SV Time Sync Fail)

Figure 2: GOOSE Alarms Dashboard

Figure 3: Diagnostics information: Example when there is loss of 
association between a Publisher IED and Subscriber IEDs

Figure 4: Online Testing - An example to show that various 
parameters (measurements, protection information etc.) of an IED 

can be viewed using a third party tool

b. Online Testing
• Intelligent Online Testing – Access to IED
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Conclusion
IEC 61850 Process Bus based digital substations enable the utilities 
to implement systems with intelligent monitoring capabilities along 
with features for online testing and advanced diagnostics.

These capabilities and features along with the fact that these are 
vendor-neutral make utilities confident and encouraged to adopt 
Process Bus based Digital Substations.

The technology has been successfully adopted in POWERGRID and 
it has immensely benefitted in reliable and efficient operation of the 
substation. The technology has helped in quick diagnostics and 
faster troubleshooting.

Discussion
As all the control and protection schemes are based on 
high-speed information exchange, the monitoring of 
Network becomes important:

• Use of Local HMI and Network monitoring tools 
(Figure 7).

• Digital substation specific Network analyzers and 
recorders (Figure 6).

• Monitoring of PTP time synchronization.
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c. Specific Tests
• Merging Unit testing (Figure 5)

• Testing an IED as a subscriber to GOOSE/SV

• Monitoring SV skew at reception ports of IEDs

Figure 5: A setup for testing Merging Unit

Figure 7: Network Monitoring integrated in HMI

Figure 6: An example to show various monitoring and 
trigger options based on different system conditions


